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(57) ABSTRACT

The present invention relates to a method of converting an
encrypted data set into an encryption of individual bits rep-
resenting the data set. Further, the invention relates to a sys-
tem for converting an encrypted data set into an encryption of
individual bits representing the data set. A basic idea of the
present invention is to provide a protocol in which it is pos-
sible to divide an encryption of a data set in the form of e.g. a
biometric feature, such as a number x, where xe{0, 1, . . .,
n-1}, into an encryption of respective bits X,, X, . . . , X, ;
forming the number x, where t is the number of bits of the
number n-1, without leaking any information about x or its
bits x,, X;, . . ., X, ; Hence, the present invention enables
splitting of the encryption [[x]] into the respective encrypted
bits [[x,]1, [[x,]1], - - -, [[X,..]] forming the encrypted number
x=2I=1"x,2".
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1
SECURE THRESHOLD DECRYPTION
PROTOCOL COMPUTATION

The present invention relates to a method of converting an
encrypted data set into an encryption of individual bits rep-
resenting the data set. Further, the invention relates to a sys-
tem for converting an encrypted data set into an encryption of
individual bits representing the data set.

In secure multiparty computation schemes, a group of par-
ticipants, also referred to as players, which do not necessarily
trust each other, wish to compute acommon function by using
private data as input to the function, without revealing the
private data, while ensuring that the output of the function is
correctly computed. For instance, in the well-known Million-
aire’s protocol, two millionaires want to know who is the
richer of the two without revealing any information about
their wealth. The two millionaires provide a public function
with private data (i.e. the wealth of the respective millionaire),
and the function outputs a variable which indicates which one
of'thetwo is the richest, without revealing anything else about
the private data.

Techniques employed in secure multiparty computation
schemes are very well suited to perform privacy preserving
operations among a group of players. These techniques may
e.g. be implemented in such technical fields as secure auc-
tions, secure profile matching, secure electronic voting and
secure biometric authentication. Efficient algorithms for
secure multiparty computation based on homomorphic
threshold crypto systems are described in “Practical Two-
Party Computation based on the Conditional Gate” by B.
Schoenmakers and P. Tuyls, Asiacrypt 2004, pages 119-126,
LNCS Springer-Verlag 2004.

Authentication of physical objects may be used in many
applications, such as conditional access to secure buildings or
conditional access to digital data (e.g. stored in a computer or
removable storage media), or for identification purposes (e.g.
for charging an identified individual for a particular activity,
or even for entering a country). The use of biometrics for
identification and/or authentication, wherein features that are
unique to a user such as fingerprints, irises, ears, faces, etc. are
used, is to an ever increasing extent considered to be a better
alternative to traditional identification means such as pass-
words and pin-codes, and “manual” identification involving
visual comparison between an individual and, for example, a
photo.

A problem to be solved in the prior art is how to divide
encryption of a data set in the form of e.g. a biometric feature,
such as a number x, where xe{0, 1, .. ., n~1}, into individual
encryptions of bits x,, X, . . ., X, ; forming the number x,
where t is the number of bits of the number n-1, without
leaking any information about x orits bits x,, X, ..., X, ;. The
applications of such an algorithm are numerous, e.g. secure
joint primality tests, secure exponentiation, reduction of com-
putational and communication load of a biometric sensor,
reduction of the computational load in voting protocols, etc. A
protocol for dividing an encrypted number [[x]] into
encrypted bits [[x,]], [[X,]1], - - -, [[X,.,]] is referred to as a bit
splitting protocol.

In “How to Split a Shared Secret into Shared Bits in Con-
stant-Round”, by I. Damgaard et al, University of Aarhus, 23
Jun. 2005, a similar problem is treated. However, an uncon-
ditionally secure setting is employed. In this disclosure, it is
assumed that the players involved in secure multiparty com-
putations described therein have access to a share of a binary
data set for which a bit representation is to be securely deter-
mined. As a result, a player ends up with shares of the bits
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forming the binary data set and has to involve the other
players to accomplish a complete binary data set.

An object of the present invention is to solve above men-
tioned problems and provide a method/device for performing
secure bit splitting; i.e. converting an encrypted number [[x]]
into encryptions of bits [[X,]], [[x,]], . - - ; [[X,.;]] forming the
number by using properties of homomorphic cryptography.

This object is attained by a method of converting an
encrypted data set into an encryption of individual bits rep-
resenting the data setinaccordance with claim 1, and a system
for converting an encrypted data set into an encryption of
individual bits representing the data set in accordance with
claim 11.

According to a first aspect of the present invention, there is
provided a method comprising the steps of generating a ran-
dom number and computing a bitwise encryption of the ran-
dom number, securely computing an encrypted sum based on
the encrypted data set and the encrypted random number,
performing a decryption of the encrypted sum and determin-
ing a bit representation of the sum and creating the encryption
of the individual bits representing the encrypted data set by
processing the sum with the encrypted random number.

According to a second aspect of the present invention, there
is provided a system comprising at least a first and a second
computing device being arranged to jointly generate a ran-
dom number and compute a bitwise encryption of the random
number. At least one of the computing devices is arranged to
compute an encrypted sum based on the encrypted data set
and the encrypted random number and the first and second
computing device are arranged to jointly perform decryption
of'the encrypted sum and determine a bit representation of the
sum. Further, the first and second computing device are
arranged to jointly create the encryption of the individual bits
representing the encrypted data set by processing the sum
with the encrypted random number.

A basic idea of the present invention is to provide a proto-
col in which it is possible to divide an encryption of a data set
in the form of e.g. a biometric feature, such as a number x,
wherexe{0, 1, ..., n-1}, into an encryption of respective bits
Xgs X1 - - - » X, ; forming the number x, where t is the number
of bits of the number n-1, without leaking any information
aboutx orits bits Xy, X;, . . . , X, ;. Hence, the present invention
enables splitting of the encryption [[x]] into the respective
encrypted bits [[x,]], [[x,1], - . -, [[X.,]] forming the
encrypted number x=2,_,” x, 2".

This is advantageous since it allows, e.g. in biometric
authentication, a single initial encryption of a bit string
expressed as a number x=2_x,2". Then, verification server(s)
run a bit splitting protocol to obtain encryptions of the bits
forming the number. The string of encrypted bits may subse-
quently be compared to encrypted biometric features attained
during enrollment, such that a check for correspondence can
be made to authenticate a user. The actual comparison of
encrypted biometric data is typically performed by engaging
a biometric sensor and a verifying device in a two-party (or
multi-party) protocol in which two sets of encrypted biomet-
ric data are compared to each other to see if there is (suffi-
cient) correspondence between the two sets, using e.g. Ham-
ming distances.

The participants in the protocol are referred to as players.
The players jointly generate a random number and perform
bitwise encryption of this random number. Preferably, the
encryptions of the random number are accompanied by pub-
licly verifiable proofs which are arranged to show that the
random number has been correctly decrypted. A sum based
on the encrypted random number and the encrypted data set is
encrypted using a homomorphic encryption scheme. The
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term “homomorphic” implies that [[x+y]]=[[x]][[y]], i-e. the
encryption of (x+y) is equal to the encryption of x multiplied
with the encryption of'y.

After the encrypted sum has been computed, the players
perform athreshold decryption protocol and attain a clear text
copy of the sum, which has the characteristics of a random
number, for which a bit representation is determined. The
players then jointly subtract the encrypted bits of the random
number from a clear text copy of the sum using the bit repre-
sentation. This operation creates a bit representation
[[%1], - - -5 [[X,.;]] of the data set [[x]].

The present invention is advantageous, since the encryp-
tions [[X,]], [[%,1] - - - 5 [[X,.,]] are available to all the players,
who can use those for subsequent computations without hav-
ing to involve the other players. The present invention solves
this problem in a cryptographic setting instead of in an uncon-
ditional setting. Further, the present invention enables reduc-
tion of the computational and communication load of e.g. a
biometric sensor, assuming that the data set that is encrypted
is extracted from a biometric feature of an individual.

Further features of, and advantages with, the present inven-
tion will become apparent when studying the appended
claims and the following description. Those skilled in the art
realize that different features of the present invention can be
combined to create embodiments other than those described
in the following.

Preferred embodiments of the present invention will be
described in detail with reference made to the attached draw-
ings, in which:

FIG. 1 shows a basic prior art system for identification and
authentication of an individual based on biometric data asso-
ciated with the individual, in which the present invention
advantageously may be applied; and

FIG. 2 shows another system for identification and authen-
tication of an individual based on biometric data associated
with the individual, in which the present invention advanta-
geously may be applied.

In order to perform the secure multiparty computations
described in this application, a homomorphic threshold
encryption system, such as e.g. Paillier or El Gamal, is used.
The term “homomorphic” implies that [ [x+y]|=[[x]][[¥]], i.e.
the encryption of (x+y) is equal to the encryption of x multi-
plied with the encryption of y. The term further implies that
[[x]]=[[x*a]] for any x and a. The term “threshold” implies
that each player among a group of 1 players has access to a
share of a secret key such that any group of t or more players
together can decrypt a cipher text but any smaller group
cannot decrypt the cipher text.

The present invention may advantageously be employed in
a biometric authentication system, in which biometric fea-
tures of a user are compared to reference data. If a match
occurs, the user is identified and can be granted access. The
reference data for the user has been obtained earlier and is
stored securely, e.g. in a secure database or smart card. The
physical object to be authenticated may also be non-human.
For example, the object may be a storage medium like a CD,
a DVD or a solid-state memory containing protected digital
content. In that case, biometrics is not necessarily used, but in
an analog manner, some identifying feature (in the form of
e.g. a bit sequence) that should be kept secret is provided and
compared to the corresponding reference data.

In authentication, the user claims to have a certain identity
and an offered biometric template is compared with a stored
biometric template that is linked to the claimed identity, in
order to verify correspondence between the offered and the
stored template. In identification, the offered biometric tem-
plate is compared with all stored available templates, in order
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to verify correspondence between the offered and stored tem-
plate. It should be noted that biometric data is a good repre-
sentation of the identity of an individual, and unauthenticated
acquirement of biometric data associated with an individual
can be seen as an electronic equivalent of stealing the indi-
vidual’s identity. After having acquired appropriate biometric
data identifying an individual, the hacker may impersonate
the individual whose identity the hacker acquired. Moreover,
biometric data may contain sensitive and private information
on health conditions. Hence, the integrity of individuals
employing biometric authentication/identification systems
must be safeguarded.

In a homomorphic crypto system, public key encryption is
employed and two (or more) players, e.g. a user and a verifier
(or anumber of verifiers), have access to the same public key.
Further, the user and the verifier each have access to a share of
a corresponding private key. The shares of the private key are
used for decryption.

The user may carry her share with her (e.g. on a smart card)
or the share may be stored in a sensor of e.g. a biometric
identification system with which the user interacts. During
enrolment, a sequence of bits x,, X, . . . , X, ; representing a
biometric identifier is captured, and converted into a number
X.

t—1
x= Z %2,
=0

and encrypted with the common public key. The encryption
[[x]] of the number x is then passed on to the verifier, which
stores it. Note that the verifier cannot decrypt the encrypted
number, as the verifier only has access to his share of the
private key, and not to the share of the user. Hence, the
plaintext representation x of the biometric identifier remains
hidden for the verifier. Note that the verifier preferably con-
sists of several servers that jointly and securely perform
matching computations. Each of the servers has a share of the
secret key. Only if a sufficient number of servers collaborate,
decryption can be performed.

During authentication, a noisy representation y of the bio-
metric identifier is obtained at a sensor of the system. Note
that this sensor not necessarily is the same as the sensor with
which enrolment was performed, and is typically a low-cost
sensor having limited computing resources. Typically, the
authentication sensor is remote from the enrolment sensor.
For example, the enrolment—which is performed only
once—may be made at an enrolment authority in the form of
any DVD/video store comprised in a greater chain of stores,
while authentication typically is performed at a specific store
atwhich the user rents a DVD. This store may be viewed upon
as the actual verifier, at which the user is to be authenticated.
The process of authenticating the user is performed every
time she rents a DVD at the store. This authenticating sensor
encrypts y with the common public key. Subsequently, secure
verification servers convert the encrypted number [[y]] into
encryptions of the respective bit [[yo]], . - . , [[V,;]] forming
the number y. Then, the encrypted bit representations
[[xc11, - - . [[x,.1]1and [[yol], - - -, [[v,.,]] are compared to each
other in a secure way. Hence, a check for correspondence is
made, such that the user can be authenticated.

In an embodiment of the invention, it is assumed that a
number x is to be encrypted, where xe{0, 1, . .., n-1}. The
input of the protocol employed for encryption is given by the
encryption [[x]] and the output by [[X,]], - - -, [[X,.;]] where t
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denotes bit-length of the number n-1. The participants in the
protocol are referred to as players.

First, the players, which typically are embodied in the form
of'a group of secure servers, jointly generate a random num-
ber O<r<n and perform bitwise encryption [[r,]], . . ., [[r,,]]
of the random number, where

-1
r= Z ri2'.
i=0

Hence, assuming that r=9, then r,=1, r,=0, r,=0 and r,=1.
As aconsequence, r=1%#2°4+0%2 +0%224+1%2°=1+0+0+8=9.In
case two secure servers are employed, the two servers jointly
generate and encrypt random bits. For example, forr,,, the first
server computes [[r,']] and the second server computes
[[to"]- Then, [[ro]]=[[ry'Dr,"1] is computed securely, where
& denotes an XOR operation. This procedure is followed for
all the bits [[ry]], . . . , [[£,.,]] of the random number.

The encryptions are accompanied by necessary zero-
knowledge proofs, which are arranged to show that encrypted
bits are correct. A number of different techniques of comput-
ing such proofs exist. In an El Gamal setting, proofs may be
computed as follows. Given a private key a=log, h, decryp-
tion is performed by calculating b/a®, which is equal to g™ for
some message meZ,. Encryptions are computed by means of
a common public key h while decryptions are done using a
joint protocol between parties, each player possessing a share
of the private key a=log, h. The players obtain their share by
running a distributed key generation protocol.

Distributed key generation is achieved by having players
P,, P, (e.g. a biometric sensor and a verifier, or the first and
second server) first broadcast commitments c,=g®h",, with ct,,
r,€Z, for i=1, 2, and then broadcast the values r, along with
proofs of knowledge of log, h,, where h,=c /h", fori=1, 2. The
joint public key is h=h;h,, with private key a=a,+a,. To
decrypt an encryption (a, b), player P, produces d,=a* along
with a proof thatlog,, d,=log, h,, i.e. a proof being arranged to
show that the encrypted output data is correct without reveal-
ing information about the plaintext copies of the data which is
encrypted. The message is then recovered from b/(a, a,). Note
that for a Paillier system, the procedure is different.

After the players have generated encrypted bits [[r,]], . . -,
[[r,,1], they compute the encryption [[x+r]] as

This is done by using a general secure multiplication or a
restricted multiplication gate referred to as a conditional gate.
Using a conditional gate, two encrypted values r and x may
efficiently be multiplied, as long as r is restricted to a two-
valued domain, e.g. re{0, 1}. There is no restriction on the
value of x, e.g. xeZ,,.. The encryption [[x+r]] is not necessar-
ily computed by all players, but may be computed by one
single player, e.g. the first secure server, and distributed to the
other players, i.e. the second secure server.

Then, the players jointly perform a threshold decryption
protocol and compute y=(x+r) mod n in the clear. Because of
the data forming the numbery, y also has the characteristics of
a random number, and the plain text representations X, r
cannot be derived from y, since neither X nor r are public data.
The players determine the bit-representation of y and jointly
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subtract the encryption [[r]] of the generated random number

r from this bit-representation. This is accomplished by bit-

wise subtraction, i.e. yo-[[rol], v,=[lry 1l - - - 5 Yo =llr 1]

This results in another encryption [[z]], which is computed as
(z/=y-{17]],

by using a secure subtraction circuit (on encrypted bits).

This results in the bit representation of a number z=x or
z=x-n given by the encrypted bits [[z,]], . . ., [[z,.,]] where z,
is a sign bit. Thus, depending on the sign bit, either
[[%olls - - - s (1%, 1] or [[(x=m)o]], ... ., [[(x-n),.,]] is acquired.
The players reduce the value of z modulo n by adding nz, to z
using the bit representations. Hence, bit-representations
[1%11, - - - 5 [[X,]] are created.

In another embodiment of the invention, it is assumed that
0=x<2"<<2F<n, k>>m and hence 2%>>2™. The input of the
protocol employed for encryption is again given by the
encryption [[x]] and the output by [[X,]]. - . ., [[X, ;1] In this
exemplifying embodiment, it is described how the least m
significant bits X, . . . , X,,_; of X are determined. Each player
P, 1si=l, chooses random bits 1,,, . . ., 1, where

m-1,i°
r.€10,1f and r'ed0, .. ., 2%m_1}, encrypts these bits and
distributes the encryptions [[r,]l, . . ., [[r,,; 1] and [[r']]
together with proofs that the encryptions have been computed
correctly.

The players use these encrypted bits to jointly create
encryptions of random bits [[r,]], . . . , [[r,,.;]] Where the
encryption of the random bit r is securely calculated as

using secure multiplication gates and a random number r'
which is calculated as

’_ ’
r_gr‘-

i
i=1

using homomorphic cryptographic properties.

The players jointly form the encryption [[x-r]], and the
encryption [[x-r]] is then jointly decrypted using a threshold
decryption protocol to reveal the value y=x-r, where

met
r:er*Zf +r2m < 2k,
=

The public bits y,, . . . , ¥,,.; denote the binary representa-
tion of y mod 2™. A secure addition circuit for public inputs
Yo - - - s Yy @nd [[10]], - - -, [[1,,.11] is used to produce an
output of m encrypted bits [[x,]], . . ., [[X,,.;]]. By computing
y mod 2™, a final carry bit is ignored.

FIG. 1 shows a basic prior art system for identification and
authentication of an individual based on biometric data asso-
ciated with the individual, in which system the present inven-
tion advantageously may be employed. An individual’s raw
biometric data, e.g. fingerprints, iris or retinal, facial or hand
geometry, voice features etc., is acquired at a sensor 101.
Typically, a sequence of bits X, X, . . . , X, ; representing the
biometric data is acquired at the sensor. The acquired data (i.e.
raw, plaintext data) is typically processed at a processing
device 102 such as a digital signal processor (DSP). The
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processing device may be integrated with the sensor. This
processing involves conversion of the bits into a number x,
which is encrypted with the common public key. The encryp-
tion [[x]] of the number x is then stored (or the encryptions of
the bits of x) via path 105 in a database storage 103 of a
service provider. This is an initialization procedure which is
performed once for each individual that wishes to access the
particular system, in order to register the individual.

Subsequently, when the individual wishes to access the
service, she provides plaintext biometric data y,, ..., y,, to
the sensor 101. This data is then, after encryption, via path
106 compared to the biometric data [[x]] of the individual
which previously was stored in the database. If there is a
match in the comparison performed at a comparing device
104 between the sets of data provided via path 106 and 107,
the individual is given access to the service that is provided.
When performing the comparison, the bit splitting protocol
described in the above is undertaken for the encrypted data
[[x]] stored at the storage 103, such that a bitwise comparison
between [[yoll. - - - » [y, 1] and [[Xo]]. - - - » [[x,.,]] can be
made.

Hence, with reference to FIG. 1, the sensor 101 may in an
initial feature-extracting session act as an enroller, whereas in
a subsequent session, the sensor 101 acts as a verifier that
checks for correspondence, in the comparing device 104,
between subsequently provided biometric information y (via
path 106) and initially enrolled biometric information x (via
path 107). As previously mentioned, the devices of FIG. 1
may be located remotely from each other. In the type of
system shown in FIG. 1, the sensor 101 is typically relatively
powerful for computing cryptographic operations. In case a
powerful sensor is employed, the sensor 101/processing
device 102 and the comparing device 104 jointly perform the
bit splitting protocol of the present invention.

FIG. 2 shows another system for identification and authen-
tication of an individual based on biometric data associated
with the individual, in which the present invention may be
applied. Here, the enrolling sensor 201 and the verifying, or
authenticating, sensor 208 is located remote from each other.
As in FIG. 1, the acquired data (i.e. raw, plaintext data) x,,
Xy, . . . s X, 1 converted into a number x and encrypted with
the common public key at a DSP 202. The encryption [[x]] of
the number x is then stored in a database storage 203. Subse-
quently, when the individual wishes to access the system, she
provides plaintext biometric data y, . . ., ¥, to the authen-
ticating sensor 208. This data is then converted into a number
y and encrypted by DSP 209. Hence, with reference made to
FIG. 2, where it is assumed that a biometric template x pre-
viously has been provided to the enrolling sensor 201,
encrypted at the DSP 202 and stored in encrypted form [[x]]
in the database storage 203, when an individual requires
access to the system, her biometric template y (which is a
noisy representation of x) is extracted by the verifying sensor
208 (also referred to as the authenticating sensor) and
encrypted by the DSP 209 to create an encrypted copy [[y]].
Typically, the DSP 209 is included in the authenticating sen-
sor 208. In this particular system, the present invention is even
more advantageous than in the system shown in FIG. 1, since
the sensor 208 typically is a low-cost sensor having limited
computing resources.

The number [[x]] is passed on to the verifier 211, possibly
via a network 210 such as the Internet, which stores the string.
The verifier 211 also typically contains a DSP, even though it
is not shown in FIG. 2. Note that the verifier cannot decrypt
[[x]], as the verifier only has access to its share of the private
key, and not to the share of the individual. Hence, the plaintext
representation x of the biometric identifier remains hidden for
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the verifier 211. A secure bit splitting protocol according to
the present invention will be run at the verifier 211. To
improve security, execution of the bit splitting protocol is
outsourced to a group of secure servers 212, 213. The verifier
211 thus provides the servers with the encryption [[x]] and
[[¥]] of each set of biometric data x and y, respectively.

As previously have been described, the secure servers 212,
213 jointly generate a random number O<r<n and perform
bitwise encryption [[r]], . . ., [[r, ,]] of the random number.
The encryptions of the random number are accompanied by
necessary zero-knowledge proofs, which are arranged to
show that encrypted bits are correct. When the servers 212,
213 have generated encrypted bits [[r,]], . . . , [[r,.,]], they (or
atleast one of the two servers) compute the encryption [[x+r]]
as

Then, the servers 212, 213 jointly perform a threshold
decryption protocol and compute y=(x+r) mod n in the clear,
and determine the bit-representation of y and jointly subtract
the encryption [[r]] of the generated random number r from
this bit-representation. Consequently another encryption
[[z]] is created, which is computed as

Wlf=y-17]

This results in the bit representation of a number z=x or
7=x—n given by the encrypted bits [[7,]], - . ., [[2,.,]] where z,
is a sign bit. Thus, depending on the sign bit, either
[[Xoll. - - - [X,.y 1T or [[(x=1)g]1, .. .., [[(x=1),.,]] is acquired.
One of the servers 212, 213 (or both) reduce the value of z
modulo n by adding nz, to z using the bit representations.
Hence, bit-representations [[X,]], . . ., [[X,.,]] are created. The
bit-representations [[y,]], . . ., [[y,.;]] are created in an analog
manner.

Now, when the bit splitting protocol has been performed,
the verifier 211 and the authenticating sensor 208 may use any
known appropriate method of comparing the encrypted bio-
metric data, for instance the method disclosed in ID695459/
NLO041335, to find out whether there is correspondence
between the encrypted bit representations [[y,]], - - -, [[y,.]]
and [[x,]], - - ., [[X,.,]]- Even though the invention has been
described with reference to specific exemplifying embodi-
ments thereof, many different alterations, modifications and
the like will become apparent for those skilled in the art. The
described embodiments are therefore not intended to limit the
scope of the invention, as defined by the appended claims. It
should be noted that even though two secure servers jointly
perform the bit splitting protocol according to the exempli-
fying embodiments of the invention shown in the above, any
appropriate number of secure servers may be employed to
jointly perform the bit splitting protocol.

The invention claimed is:

1. A method for converting an encrypted data set into an
encryption of individual bits representing the data set, the
method comprising the steps of:

participants jointly generating a single random number and

jointly computing a bitwise encryption of the single
random number;

securely computing an encrypted sum based on the

encrypted data set and the jointly encrypted random
number;

said participants jointing performing a decryption of the

encrypted sum having characteristics of a random num-
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ber and determining a bit representation of the decryp-
tion of the encrypted sum; and

said participants jointly creating encryption of individual

bits representing the encrypted data set by processing
the decryption of the encrypted sum with the encrypted
random number.

2. The method according to claim 1, further comprising the
step of acquiring the encrypted data set.

3. The method according to claim 1, further comprising the
step of providing a publicly verifiable proof that the encryp-
tions of the random number have been correctly computed.

4. The method according to claim 1, wherein said step of
computing an encrypted sum comprises:

multiplying the encrypted data set and the encrypted ran-

dom number using a secure multiplication gate.

5. The method according to claim 1, wherein the step of
decrypting said encrypted sum comprises:

using a threshold decryption protocol.

6. The method according to claim 1, wherein the step of
creating the encryption of said individual bits representing the
encrypted data set comprises:

subtracting the encrypted random number from the bit

representation of the decryption of the encrypted sum.

7. The method according to claim 6, wherein the subtrac-
tion is performed using a secure subtraction gate.

8. The method according to claim 6, wherein the step of
creating the encryption of said individual bits further com-
prises:

adding a sign bit to the bit representation of the decryption

of'the encrypted sum.

9. The method according to claim 1, wherein the step of
creating the encryption of said individual bits representing the
encrypted data set comprises:

adding the encrypted random number to the bit represen-

tation of the decryption of the encrypted sum.

10. The method according to claim 1, wherein the data set
that is encrypted is extracted from a biometric feature of an
individual.

11. A system for converting an encrypted data set into an
encryption of individual bits representing the data set, the
system comprising:

25
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at least a first and a second computing device:
jointly generate a random number and compute a bitwise
encryption of the random number; wherein
at least one of the computing devices is arranged to
compute an encrypted sum based on the encrypted
data set and the encrypted random number;
said first and second computing device jointly perform
decryption of the encrypted sum and determine a bit
representation of the decryption of the encrypted sum,
and

said first and second computing device jointly create

encryption of individual bits representing the encrypted
data set by processing the decryption of the encrypted
sum with the encrypted random number.

12. The system according to claim 11, wherein said first
and second computing device compute a publicly verifiable
proof that the encryptions of the random number have been
correctly computed.

13. The system according to claim 11, wherein said first
and second computing device decrypt the encrypted sum by
jointly running a threshold decryption protocol.

14. The system according to claim 11, wherein said first
and second computing device create the encryption of said
individual bits representing the encrypted data set by sub-
tracting the encrypted random number from the bit represen-
tation of the sum.

15. The system according to claim 11, wherein said first
and second computing device create the encryption of said
individual bits representing the encrypted data set by adding
the encrypted random number to the bit representation of the
sum.

16. The system according to claim 11, wherein said first
and second computing device jointly generate a random num-
ber and compute a bitwise encryption of the random number
by:

generating a respective bit for each bit of the random num-

ber and XORing said respective bits to create said each
bit of the random number; and

securely encrypting each bit of the random number.

#* #* #* #* #*



